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Abstract of the contribution: This contribution proposes solutions for network slicing security key issue #8.3.
1. Introduction

This contribution proposes solutions for UE authentication for network slice access, which covers part of key issue #8.3 in Section 5.8 Security Area #8: Network Slicing Security.

2. Analysis
One of the key issues agreed during the last SA3 meeting on Network Slicing Security is “Security on UE’s Access to Slices” (Key Issue #8.3) TR 33.889 [1]. Potential security requirements of Key Issue #8.3 are described as follows.

-
The authentication mechanism is needed to guarantee the Network Slicing assigned to the appropriate subscriber. 

Editor’s Note: The text above needs to be reformulated as a requirement and the difference with the last requirement needs to be clarified. Otherwise it could be removed.

· The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.

· There shall be means to prevent unauthorized UEs from gaining access to services.

· There shall be means to prevent authorized UEs from misusing their access rights.

-
There shall be means to authenticate UEs for access authorization.

Among the potential security requirements presented above, 1st, 3rd and 5th requirements seem relevant to the UE authentication. Considering the Network Slice Architecture currently discussed in 3GPP SA2 WG, for example a pCR [3], a number of options for UE authentication can be considered for Network Slicing Security. The following options are described based on the Network Slice Architecture presented in Figure 1 from reference [3], as an example, although it could be adapted other network slice architecture proposals of SA2 as well.
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Figure 1: Example of Network Slice Architecture sharing a set of common C-plane functions and multiple Core Network Instances
Option 1: AuF (Authentication Function) authenticates UE and sends Slice specific key to each NSI (Network Slice Instance). In this option, AuF authenticates UE for access to both Core Network Functions and service specific NSIs. Based on the result of authentication, AuF derives NSI-specific security context and sends it to each NSI for service specific security configuration. After receiving NSI-specific security context, each NSI further derives the keying materials that can be used for service protection. 
Option 2: Each NSI authenticates UE and derives Slice specific key by itself for service specific security configuration. In this option, NSIs authenticate UE for access to their services, after AuF performs the UE authentication successfully. By using NSI-specific security context derived as a result of UE authentication, each NSI further derives the keying materials that can be used for service protection.
Option 3: Each NSI authenticates UE for access to their services and derives service specific key by itself. In this option, AuF does not perform UE authentication and simply forwards the UE authentication request toward each NSI. Based on the result of UE authentication, each NSI derives NSI-specific security context for service specific security configuration. By using NSI-specific security context, NSI further derives the keying materials that can be used for service protection.
There would be other UE authentication options that can be considered for 3GPP Network Slice Architecture. Among such options, it should be studied by SA3 which UE authentication option(s) is feasible to support the 3GPP Network Slice Architecture.
3. References
[1] 3GPP TR 33.899 v 0.3.0, “Study on the Security Aspects of the Next Generation System”
[2] 3GPP TR 23.799 v0.5.0, “Study on Architecture for Next Generation System”
[3] S2-163395, “Network Slice Selection considering Authentication and Authorization”, SA2#116

4. Text Proposal
In line with the discussion described in the previous section, it is proposed to introduce the following changes to TR 33.899.
*** Start of First Change ***
5.8
Security area #8: Network Slicing Security  

5.8.4
Solutions
5.8.4.x
Solution #8.x: UE Authentication only by AUF 

5.8.4.x.1
Introduction

This solution addresses key issue 8.3. It assumes that AuF only has interface with User Profile Repository (equivalent to HSS in LTE)

5.8.4.x.2
Solution details

To describe the UE Authentication by AuF, we propose a possible procedure, which is compatible to the Network Slice Architecture already approved by SA2 [2].

[image: image2.png]1 1 1 1
w UE A\ RAN Node NSSF/CPSF AuF Nl

Authentjcation & Authoriza

ion (Generation of AuF Base Key)

Generation of

Keys using AuF Base Key

f NSI-specific

Validity Check gn NSI-1 Specific Ke:

Deliver NSI-1 S

CPF-1

ecific Key

Deliv}

er NSI-2 Specific Ke»

UPF-1

AS Key Derl

vation for NSI-1

Validity Check on

S1-2 Specific Key

AS Key Deyl

vation for NSI-2

CPF-2

= = ] |
NSJ—I, nsi2, 2 Nsi2,

UPF-2




Figure 5.8.4.x.2.1: UE Authentication by AuF
1. UE and AuF perform mutual authentication. 

2. UE and AuF derive AuF Base Key. (AuF Base Key indicates a key corresponding to the KASME in LTE)

Editor’s note: How the AuF Base Key is derived is FFS.

3. AuF generates NSI-specific keys using AuF Base Key and sends it to each NSI.

4. UE and NSI-1perform the mutual validity check on NSI-1 specific key and then derives AS (Access Stratum) key respectively. 

5. UE and NSI-2 perform the mutual validity check on NSI-2 specific key and then derives AS (Access Stratum) key respectively.

Editor’s note: How the mutual validity check is performed is FFS.

Editor’s note: How the AS Key is derived is FFS.

5.8.4.y
Solution #8.y: UE Authentication by AuF and NSI

5.8.4.y.1
Introduction

This solution addresses key issue 8.3. It assumes that AuF and NSI has interface with User Profile Repository (equivalent to HSS in LTE).
Editor’s note: Whether AuF and NSI has interface with the same User Profile Repository or not is FFS.

5.8.4.y.2
Solution details

To describe the UE Authentication by AuF and NSI, we propose a possible procedure, which is compatible to the Network Slice Architecture already approved by SA2 [2].

[image: image3.png]1 1 1 1
w UE A\ RAN Node NSSF/CPSF AuF

Authentic

tion & Authorizatign for (Generation of

AuF Base Key)

Al

uuthentication & Aut|

Generation of NSl-specific
Master Keys using AuF
Master Key

orization for NSI-1

Deliver NSi-1 speci

Deliver

CPF-1

ic Master Key

IS1-2 specific Master|

NSJ—L NSJ—I,

UPF-1

Key

PAccess

AS Key Derl

vation for NSI-1

>

thentication & Autl

orization NSI-2 Acce

AS Key Deyl

vation for NSI-2

]
nsi2, [

CPF-2

NSi-2,
UPF-2




Figure 5.8.4.y.2.1: UE Authentication by AuF and NSI
1. UE and AuF perform mutual authentication. 

2. UE and AuF derive AuF Base Key. (AuF Base Key indicates a key corresponding to the KASME in LTE)

Editor’s note: How the AuF Base Key is derived is FFS.

3. AUF generates NSI-specific Master Keys using AuF Master Key and sends it to each NSI. (AuF Master Key indicates a key corresponding to the Ki in LTE) 
Editor’s note: How the NSI-Specific Master Key is derived is FFS.
4. UE and NSI-1perform mutual Authentication and derives AS (Access Stratum) key respectively. 

5. UE and NSI-2perform mutual Authentication and then derives AS (Access Stratum) key respectively.

Editor’s note: How the AS key is derived is FFS.
5.8.4.z
Solution #8.z: UE Authentication by NSI 

5.8.4.z.1
Introduction

This solution addresses key issue 8.3. It assumes that NSI has interface with User Profile Repository (equivalent to HSS in LTE).

Editor’s note: Whether different NSIs have interface with the same User Profile Repository or not is FFS.

5.8.4.z.2
Solution details

To describe the UE Authentication by NSI, we propose a possible procedure, which is compatible to the Network Slice Architecture already approved by SA2 [2].

1. UE requests network connection for NSI-1 to AuF.

2. AuF forward the network connection request for authentication toward NSI-1 access toward NSI-1.

3. UE and NSI-1 perform mutual authentication and derives AS (Access Stratum) key respectively. 

Editor’s note: How the AS Key is derived is FFS.

4. UE requests Network Connection for NSI-2 to AuF.

5. AuF forward the UE network connection request for authentication toward NSI-2 access toward NSI-2.

6. UE and NSI-2 perform mutual authentication and derives AS (Access Stratum) Key respectively. 

Editor’s note: How the AS Key is derived is FFS.
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Figure 5.8.4.z.2.1: UE Authentication by AuF and NSI
*** End of First Change ***
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